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SYSTEM DESIGN

This is an image of the Android application
for NFC communication. This application
utilizes the NFC API for android devices in
order to communicate with the NFC tag on
the breadboard. The application waits until it
detects the field of an NFC tag, at which point
it will send the UDID of the phone to it. That
ID will then be processed by the
microcontroller, after which a certain code will
be sent back to the phone. This code is used
to notify the phone of the action taken by the
microcontroller, displaying a message such
as “Matching Key Found,” “No Matching Key

BACKGROUND

Home security is one of the most important and least thought of
area of personal protection for an average consumer. An average
consumer puts even less thought into the vulnerabilities that they
build into their homes for the sake of convenience. With more and
more homes switching their home lock systems to WiFi/loT and
Bluetooth solutions, which all have known and easily defeated
vulnerabilities making your home less safe. With zero-day
vulnerabilities being found freely over WiFi (Marciniak, 2019) and
BlueTooth vulnerabilities where the attacker only has to see you
and then visit your home to gain access (Antonioli, Tippenhauer
and Rasmussen, 2019).
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The locking mechanism used for our prototype was
selected because of its design capability. This lock
was designed to be actuated with a key, code,
bluetooth application, and wifi application. Since
the lock was already able to be actuated by an : D rrers saees B

application, we utilized the internal motor and i —_—
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gears in conjunction with our NFC circuit to T S B ' ; i1 HH
operate the locking mechanism. ' jy ' : o

[ S R e — P —

LL 13

S Seeee coser i = P = \ | X Found,” “Device Successfully Paired,” etc...
Mitigation of added vulnerabilities . s . ¥ 7= o ks
The idea of using NFC comes from the need to have a i 4 ol T Ty ~ Figure 2
communication that can be secured, can’t be listened in on, and is Lockly 7s - | - ' Samsung
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being a convenient solution.

PROPOSED SOLUTION NFC module, using an NT3H2111 chip as an NFC The L293D is a 4x Half-H configuration motor This is the SBC Arduino Uno which utilizes the
controller module. The NT3H2111 has built-in 12C for driver to drive the internal 5V DC motor. We ATMEGA processor. After a phone is touched
easy communication and interaction with the configured this motor using two Half-H’s for use as to the NFC tag, the UDID of the device will be
Our proposed solution (Figure 1) is comprised of two major microcontroller and easy read/write access for e g OESE g powered H-Bridge to power the lock’s internal 5V sent to the microcontroller. Depending on the _
components and three minor components. (1) The Phone System, interfacing with the Phone System. | . | DCmotor. current state of the microcontroller, this ID may R Z'Qure S’
an Android application (Figure 2) on an NFC enabled device, (2a) INXN@nys 99906 be used in several different manners. For rauine Lno

example, the main use of this ID is to be

The Software/Embedded Hardware component of the Lock System S b S S g I R R i

which is comprised of an Arduino (Figure 3) and an NT3H2111 chip Motor driver microcontrollers EEPROM. If the ID of the
mounted on a Tag2 click board (Figure 4), (2b) The physical door T | phone is found, it will unlock and lock the door,
lock system (Figure 5) whose body is a off-the-shelf Lockly Model le (':gkﬂrs d‘Lle otherwise, it will keep it locked.
7s. This lock has no connection to WiFi/Internet and no Bluetooth

connectivity to avoid known and future unknown vulnerabilities.
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